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This case study was created as part of the Open Technology Institute’s (OT]I) effort to create a curriculum
focused on how digital technology is transforming public policy and governance. It is intended for use in
a classroom setting.
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CASCADES

In January 2011, Aaron Barr thought he had
discovered a goldmine. And it could not come
soon enough. Since becoming the CEO of HBGary
Federal (a company that sold IT security services
to the federal government) in fall 2009, Barr had
struggled to generate revenue, occasionally selling
“social media training[s]” to private firms but
failing to secure the large contracts he had
predicted at the start of his tenure.! Now he
believed that he had uncovered the key to
identifying the leaders of Anonymous, a collection
of hacktivists that had gained prominence for
(among other things) carrying-out attacks against
several financial firms that had stopped processing
donations to WikiLeaks.2 Barr planned to share
his findings in February at B-Sides, a technology
security conference in San Francisco, and he
believed that the presentation (titled, “Who Needs
the NSA When We Have Social Media”) could
jumpstart his career and resolve HBGary Federal’s
financial woes.3 As Gabriella Coleman, a cultural
anthropologist at McGill University, wrote in her
recent book on Anonymous, “If HBGary was really
badass enough to identify the movers and shakers
behind Anonymous—before even the FBI—
corporate executives would, with good reason, be
falling all over themselves to employ them.”#

The plan backfired. After HBGary leaked the story
to The Financial Times, which reported on Barr’s

research and plans in early February, Anonymous
unleashed an attack that overwhelmed HBGary,
Inc., Barr’s firm, and Barr himself.5> More
specifically, Anonymous—which as Coleman
wrote, was “ready to rumble”® after seeing The
Financial Times piece—defaced the company’s
website, released tens of thousands of the
company'’s e-mails, bragged about deleting a
terabyte of the firm’s data, and took over Barr’s
Twitter account.” The hackers posted doctored
images of Barr, released e-mails detailing his
marital strife, and went so far as to publish Barr’s
home address and social security number as well
as several tweets with extremely crude content.8
Among them: “Sup mother[redacted]: I'm CEO of
a shitty company and I’'m a giant media-
[redacted]. Lol check out my [redacted] Greg’s
site: rootkit.com.” And “Okay my fellow
Anonymous [redacted] we’re working on bringing
you the finest Lulz as we speak. Stay tuned!”9 10

For the HBGary brand, the financial fallout
(estimated to be in the millions of dollars) and
broader damage was significant.!! “They [the
hackers] have committed a crime against our
company, and, unfortunately, we are legally
bound,” said Penny Leavy, the President of
HBGary, Inc. For the IT security community, the
incident was frightening. “[1t] makes me want to
change all my PWs [passwords] and re-evaluate
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my processes,” tweeted Jeremiah Grossman, the
founder of WhiteHat Security, a firm that
specializes in web security, adding, “Do not poke
the bear.”2 And for the hacktivists, it was a
demonstration of power. “You've tried to bite at
the Anonymous hand,” the hacktivists wrote on
HBGary Federal’s website, “and now the
Anonymous hand is bitch-slapping you in the

face.”3

As the initial shock of the attacks wore off, Barr,
his colleagues, and industry experts found
themselves grappling with a number of difficult
questions, with important policy implications.
How did a technology security firm that was
supposed to be demonstrating and selling best
practices get hacked so easily? How did Barr fail to
realize that his research—and his public comments
surrounding it—would provoke such a forceful
response? And what lessons can technology
experts, public policy officials, and academics
glean from this crisis as they try to make the
Internet more secure?

Background

Headquartered in Sacramento, CA and with a
sales office in Washington, D.C., HBGary, Inc. was
a mid-sized technology security company with a
high-profile CEO and which in 2011 was trying to
gain a foothold in the market for federal
government IT security services. The firm had
been founded in 2003 by Greg Hoglund, a
technology-security entrepreneur and researcher
who had gained recognition for launching another
IT security firm, Cenzic, Inc., and for his extensive
work on “rootkits,” software that allows malware
and viruses to penetrate a computer without
detection.!4 15 HBGary, Inc. had traditionally

focused on selling software that helped organizations
in the financial, healthcare, and public sectors
identify and understand IT security threats.
However, in 2009, Hoglund, looking to expand,
decided to establish a subsidiary that would focus on
selling the company’s services to the U.S. federal
government.’® The new group was called HBGary
Federal, and HBGary, Inc.—which at the time had 30
employees and would soon sell for $24 million—
would own 10% of the organization.t”

To lead the group, Hoglund hired Barr, a former
military official who had started to build a reputation
in the IT security industry and was eager to run his
own company. Barr had begun his career in the Navy
where over the course of 12 years and multiple
international deployments (including a period in
Kosovo when he came under fire), he had served as a
signals intelligence officer.18.12 Hoglund felt this
experience would help Barr market the company’s
products to the U.S. government; he also believed
that Barr's more recent experience at Northrop
Grumman, a large aerospace and defense contractor
where Barr had helped to lead multi-million dollar
projects, reinforced his credibility. As Hoglund wrote
in an e-mail to colleagues upon Barr’s hiring, “We
have known Aaron and Ted [Ted Vera was another
employee hired alongside Barr] for more than 5
years. These two are A+ players in the DoD
contracting space and are able to ‘walk the halls’ in
customer spaces.”2° Hoglund added in an interview
in March 2011, shortly after the Anonymous hack of
HBGary, “Aaron has a very high 1Q. He's a very
smart individual. He also has an incredibly good
reputation, or he did at that time.”2

For his part, Barr felt that the opportunity to run his
own company was too good to pass up. “I'd always
had an itch to try the small-business side and work
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in a more fluid, less process-oriented
environment that had a lot of technical
innovation,” he explained, “and so | decided to
giveitatry.”22

IT Security

Over the last decade, the IT security field had
become extremely lucrative because of both the
world’s increasing dependence on the Internet
and the difficulty of securing it. Originating
from academic and U.S. government research
that began in the 1960s, the Internet was
initially used to connect regional academic and
military networks in the United States.23
However, by the first decade of the 21st century,
this vast computer network had become
foundational to commerce, communication, and
social interaction. According to a 2011 McKinsey
report, the Internet had been responsible for
more than one-fifth of GDP growth in mature
economies over the previous five years. During
the same period, Facebook had exploded to
more than 800 million users.?4 “The Internet,”
argued Manuel Castells, a professor of
communication technology and society at USC,
“is the decisive technology of the information
age...."?5

Unfortunately, efforts to secure the Internet had
not kept pace with the platform’s increasing
significance; in particular, individuals were
considered vulnerable to malicious attempts to
obtain sensitive information (e.g., credit card
information), and organizations were
susceptible to attacks that attempted to disable
their services and unearth their data.?® The
frequency and financial impact of these
incidents was disturbing. According to a
September 2014 report from Pricewaterhouse

Coopers, there had been 42.8 million
information security incidents worldwide over
the previous year, costing victims an average of
$2.7 million;?” and in the same year, the Center
for Strategic and International Studies (CSIS)
released a report estimating that cybercrime
cost the world economy more than $445 billion
(nearly 1% of the world’s income) per year.28
What's more, some of the individual attacks had
devastating consequences. The “Love Letter”
virus, for example, cost between $4 and $10
billion, which according to James Adams, a
successful entrepreneur and widely published
author in the cyber-security field, is “the
equivalent of a complete obliteration of a major
American city.”29.30

Even as experts called for improved cyber-
security, they disagreed about how best to
achieve it. This stemmed in part from a
foundational disagreement about why the
Internet was insecure. Some argued that the
problem was technological. Seen from this point
of view, developers—dating to the Internet’s
genesis—had prioritized ease of use, not
security. “The Internet,” suggested Joseph
Menn, a technology industry author and
Reuters reporter, “was basically in beta when it
got out of the lab and escaped, but now the
world economy depends on it.”* Others,
however, felt that people, not technology, were
the linchpin of IT security. This perspective
emphasized that security hinges more on the
people operating at the endpoints of electronic
connections making good decisions and
keeping their defenses up-to-date.* Put
differently, networks help computers connect
and communicate with one another, but it is
primarily up to humans to decide whether
sending and accepting those messages is a good
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idea.

With Internet-related security issues becoming
more prominent, the IT security industry had
become extremely lucrative and was trying to
leverage an array of strengths and mitigate
several weaknesses as it continued to expand. In
2013, the IT security sector—which designed
and marketed products like authentication
software, anti-malware, and firewalls—was
valued at $60 billion and expected to expand
tenfold over the next decade.33 According to
Richard Stiennon, the founder of IT-Harvest (an
IT security analyst firm) and a widely published
author and veteran analyst in the IT security
field, the sector benefitted from extraordinary
innovation in the face of new security threats
and substantial information sharing among
providers and subscribers;34 in addition, the
sector’s research, Menn argued, “can be
extremely helpful in understanding how
malicious software spreads, who is behind it,
and what to look out for.” Nonetheless, the IT
security sector also had weaknesses. Chief
among them were, as Stiennon noted, that many
security firms were vulnerable to attacks and, as
Menn added, “that many companies make
exaggerated claims about their detection
ability.”

Hacktivism

One of the forces to which IT security
companies were responding was hacktivism, an
increasingly prominent but difficult-to-define
and highly controversial phenomenon. A
combination of the words “hacking” and
“activism,” the term “hacktivism” was first used
in 1996 by a group that used technology to
promote human rights and “protect the free flow

of information.”3> Within several years, the
media began to apply the word “hacktivism” to
the activities of groups that engaged in
Distributed Denial of Service (DDoS) attacks—
efforts to drive traffic to and overload a
website—and other strikes against the websites
of organizations involved in the Kosovo War. By
2015, there were more than 1,000 hacktivist
organizations worldwide.3%. 37 Nonetheless, it
was difficult to pin down precisely what made
someone a hacktivist (some said a unifying
element was the belief that “information on the
Internet should be free”), and some feared that
the difficulty of parsing the term contributed to
a trend in which all hacktivists were unfairly
maligned.38

Peter Krapp, a professor of film and media
studies at the University of California-Irvine,
and a widely published writer on hacktivism,
elaborated on this problem in an e-mail
exchange. He wrote:

Hacktivism is a controversial term.
Some argue it was coined strictly to
describe how electronic direct action
might work toward social change by
combining programming skills with
critical thinking. Others use it as
practically synonymous with malicious,
destructive acts that undermine the
security of the Internet as a technical,
economic, and political platform. Yet
others associate it specifically with
expressive politics, free speech, human
rights, or information ethics. ... If we
start using the term too loosely, it stops
being a meaningful term and starts to be
a catch-all to scare people.3®
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Melissa Hathaway, formerly the acting senior
director for cyberspace at the National Security
Council and a cybsersecurity advisor to
Presidents George W. Bush and Barack Obama,
echoed this point. In particular, she emphasized
that it is important to distinguish between
hacktivists who are legally and peacefully
expressing a political viewpoint and hackers
engaging in activity that is disruptive to civil
society or criminal. To separate these behaviors,
Hathaway, who now runs a consulting firm
focused on cybersecurity, suggests identifying
an analog between hackers’ behavior in the
digital world and more familiar activity in the
physical world. For example, when hackers use
Twitter to organize peaceful protests on the
streets, they are neither engaging in illegal
activity nor disrupting civil society. By contrast,
a distributed denial of service attack (DDoS)
that brings down a business or government
agency’s website can prevent that organization
from operating. That is disruptive. Going one
step further, hackers who obtain and release a
group’s documents and e-mails are engaging in
illegal activity, not dissimilar to criminals
breaking and entering into and removing
property from a home. Separating these
behaviors is critical, Hathaway emphasizes,
because, on the one hand, the United States
prides itself on protecting freedom of speech; at
the same time, it is imperative to prevent
criminal activity. Policymakers therefore must
ask themselves whether hacktivism is
“disrupting civil society” and “What is this
[analogous to] in my physical world?”4°

Anonymous

One of the most prominent hacktivist
organizations in the world in 2011—and one of

the groups that inspired the debate over the
meaning of hacktivism—was Anonymous.
Established as an offshoot of 4chan.org, a
popular website with anonymous, time-limited
discussion forums,* Anonymous began to gain
substantial media attention in 2008 when it
launched Project Chanology, a series of
actions—including a DDoS attack—targeting the
Church of Scientology.42 By early 2011,
Anonymous had developed even more notoriety
for its actions directed at (among others) the
Westboro Baptist Church; governments; and
major financial firms like PayPal, MasterCard,
and Visa.*3

Anonymous’s operations generated substantial
controversy. To critics, the group’s activities
were often criminal and extremely dangerous.
“This really is cyberwar, and | don’t use that
term in a sensational way,” said Richard Power,
the author of a book on cybercrime in the 1990s.
“You're looking at not just one particular cause.
You're attacking the whole power structure. It
involves some core critique.”#4 But others
lauded the hacktivists (whose missions, such as
launching DDoS attacks against Tunisian
government websites during the Arab Spring,
often had a social justice bent) as “a digital
version of Robin Hood.”45 Regardless of
whether one supported Anonymous, there was
no denying the collective’s growing clout. In
2012, Time identified Anonymous as one of the
100-most influential people in the world.46

The Role of Government

The combination of the Internet’s increasing
prominence, the difficulty of securing it, and
hacktivists’ growing sophistication had created
enormous challenges for U.S. government
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officials. To some extent, the impediment to
securing the Internet lies in its scope: widely
used across the globe, the Internet cannot be
policed by a single country. Unfortunately,
achieving transnational coordination is difficult
because of a dearth of mutual assistance
agreements on cybercrime as well as the fact
that some cyber-attacks are sponsored by
nations with which the United States has tense
relations (e.g., North Korea and Iran).4
Meanwhile, the domestic regulatory landscape
is fractured. According to a 2009 White House
report, responsibilities for cybersecurity are
scattered across multiple agencies and
departments, including the Department of
Homeland Security (which has an Office of
Cybersecurity and Communications), the FBI,
and the CIA (which announced a plan in March
2015 to create a special division devoted to
cyber espionage).#8 Yet another coordination
difficulty involves the private sector, from which
many new technologies emerge and which plays
a key role in protecting the Internet but with
which the government can bolster its
partnership.4®

Establishing effective coordination and security
will prove difficult (particularly because it will
need to be balanced against the imperatives of
ensuring privacy and civil liberties), but it is also
crucial to ensure the well-being of U.S. citizens.
The White House report concluded,
“Cyberspace touches practically everything and
everyone. It provides a platform for innovation
and prosperity and the means to improve
general welfare around the globe. But with the
broad reach of a loose and lightly regulated
digital infrastructure, great risks threaten
nations, private enterprises, and individual
rights.”s0

Or as President Obama put it more colorfully in
a February 2015 address, “The cyberworld is the
Wild Wild West — to some degree, we're asked
to be the sheriff.”5!

November 2009 - December 2010:
The Struggles of HBGary Federal

Early in Barr’s tenure as CEO, HBGary Federal,
tried to secure a foothold in “incident response,”
a market that sells forensic services and
products to organizations attempting to thwart
cyber-attackers. But Barr’s efforts were
unsuccessful, and the company—which had just
three employees—was barely surviving by
selling $25,000 “social media training[s].”>? As
a result, in early October 2010, Hoglund,
HBGary, Inc.’s CEO, wrote an e-mail to Barr
saying, “We should have a pow-wow about the
future of HBGary Federal. [HBGary President]
Penny [Leavy] and | both agree that it hasn’t
really been a success... You guys are basically
out of money and none of the work you had
planned has come in.” Barr concurred, replying,
“This has not worked out as any of us have
planned to date and we are nearly out of
money.”53. 54

Looking back, Hoglund and Barr, some believe,
should have begun a dialogue about the
company’s woes earlier or even anticipated the
likelihood of such a negative outcome when they
launched the venture. According to Stiennon,
most IT security firms enter a new market with
a tested product, venture capital funding, and a
distribution strategy. Most firms also wait a long
time to enter the market for federal government
services because the process of securing those
contracts is extremely long and tedious. HBGary
Federal, however, immediately plunged into
that market and seemed to lack a clear product
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(or solution to a problem) and strategy. As a
result, the firm’s success was largely dependent

on Barr’s whims.

Stiennon explained:

In HBGary's case, they hired a figure who
gave them a piece of the action. That was
different than the way most organizations do
it. It was almost like they were just an
opportune, ‘Hey, I like your product. | can
sell it for you. Let me set up a separate
company and I'll be a reseller of your
product.’ Of course, that allowed this
personality, Aaron Barr, to be in a position to
fly off on tangents just going after
opportunistic things that he discovered,
which in this case [was], ‘Make a name

for ourselves by blabbering about
Anonymous on Twitter.’

January 1, 2011 — February 4, 2011:
The Search and The Press

As the New Year got underway, Barr began his
research into Anonymous. Up until that point,
the FBI and other law enforcement agencies had
struggled to stop Anonymous because according
to some, the group did not have any leaders but
instead was “a shape-shifting subculture.”55 56

As he began his research, Barr, however, started
to think the group had distinct leaders. To
discern this, he started to spend time in
Anonymous’ Internet chat rooms and then
attempted to match the comments made in the
chat rooms with simultaneous social media
posts, especially via Twitter; he then gleaned
additional information about possible members
from other sites, like LinkedIn and Facebook.5

After employing these techniques for several
weeks, Barr was convinced that he had honed in
on three of Anonymous’s key operatives (two in
California and one in New York). As Barr—who
had also compiled a 20-page document with
information on potential members—wrote in an
e-mail to a coworker, “They think | have nothing
but a heirarchy [sic] based on IRC [Internet
Relay Chat] aliases! As 1337 [elite] as these guys
are supposd [sic] to be, they don't get it, | have
pwned [owned] them! :)"58 Yet Barr’s colleagues
lacked confidence in his analysis and were wary
of the impact that it could have on them and the
firm. One programmer questioned Barr,
writing: “Step 1: Gather all the Data Step 2: ???
Step 3: Profit.”%® The coder later shared his
concerns with a company official, writing in an
e-mail, “I feel his arrogance is catching up to
him again and that has never ended well ... for

any of us.”60

Nonetheless, Barr began to make plans to
disseminate his research. This included
scheduling a presentation at BSides, the
technology security conference in San Francisco
in February. He also developed plans—which
would involve HBGary, Inc.’'s communications
staff—to start reaching out to the press. “This
will generate a big discussion in Anonymous
channels, which are attended by the press,” Barr
wrote in an e-mail to senior company officials in
late January.5!

Looking back, analysts offered conflicting
perspectives on the wisdom of HBGary, Inc.’s
decision to allow Barr to initiate and publicize
his research. Stiennon suggested that HBGary,
Inc. should have been far more cautious. “Most
organizations,” he argued, “would not put up
with a federal salesperson who made that much
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noise in public. The chief marketing officer
would shut them down immediately. ‘You're
going off message, you haven't cleared it with

us.™

Menn, who wrote about Barr’s research as a
reporter for The Financial Times in 2011, was
more sympathetic. He acknowledged that “Barr
was honestly wrong and overconfident, and that
there was insufficient review of his work by
others before he went public;” however, he also
emphasized that some of his findings may have
been accurate and that, unlike the hacktivists,
he did nothing illegal. “Yes, Barr thumbed his
nose at the wrong people,” Menn added. “But he
did nothing criminal, and they did, and the
world would be a worse place if we all avoided
doing legal things because we were afraid of
criminals.”

The morals of his plan notwithstanding, Barr’s
strategy was extremely risky. As comedian
Stephen Colbert later quipped, “To put this in
hacker terms, Anonymous is a hornet’s nest,
and Barr said, ‘I'm going to stick my [private
parts] in that thing.”"6?

The Story Breaks

Nonetheless, the company went forward with
Barr’'s proposed strategy. Specifically, the public
relations staff reached out to Menn, then a
reporter at The Financial Times, who agreed to
do an interview with Barr. As Menn later
explained, he commonly interviewed technology
security experts in advance of their
presentations at security conferences, and he
thought that it was worth speaking to Barr. This
was in part because he thought Barr’s analytical
approach of using social media to identify
Anonymous’s leaders was an “interesting idea.
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“l was also swayed by the fact,” Menn added,
“that while I had never heard of Aaron Barr, |
had known the head of HBGary proper, a guy
named Greg Hoglund, for years. And Greg is a
very, very smart guy and extremely capable. And
HBGary proper had a good reputation with a lot
of people I've known who are experts in
security.”

Menn later characterized the interview with
Barr as a “mixed bag.” On the one hand, Barr
provided a “plausible overview” of his strategy
for and success in tracking down Anonymous’s
leaders. On the other, Barr did not disclose the
names of the leaders he believed he had
identified.

Consequently, Menn wrote what he later
described as “a middle of the road piece” about
Barr’s research. Titled “Cyberactivists Warned
of Arrest,” the story—which was published in
The Financial Times on Friday, February 4,
2011—described how through using social
media techniques, Barr believed he had tracked
down Anonymous’s leaders, including a man in
New York who used the alias “Owen” and
multiple senior members in California. It also
mentioned Barr’s upcoming talk at the B-Sides
conference. The lone quotation from Barr in the
piece was embedded in a broader statement
about Anonymous’s leadership. Menn wrote:
“Of a few hundred participants in operations,
only about 30 are steadily active, with 10 people
who ‘are the most senior and coordinate and
manage most of the decisions,” Mr. Barr told the
Financial Times.” The story also emphasized
that Barr was not planning to “give specifics
[about Anonymous’s leadership] to police” and
that his conclusions about the identities of
leaders were simply “educated guesses.”63

11



At the time, Menn thought the story “was not a
major piece by any stretch.” (“Little did I know,”
he later said, in an allusion to the article’s far-
reaching consequences.) Barr, however,
immediately embraced the article—and the buzz
it began to generate—as the break that he and
his firm had been seeking. In an e-mail to
Hoglund and Leavy, HBGary, Inc.’s senior
leaders, he wrote, “Story is really taking shape.”
Hoglund replied, “We should post this on the
front page, throw out some tweets, ‘HBGary
Federal sets a new bar as private intelligence
agency.’ The pun on bar is intended lol.” Upon
seeing the article, the FBI contacted Barr, and
they planned to meet on Monday morning.64

Heading into the weekend, Barr believed that he
had unlocked the key to his company’s
salvation. Little did he know that the company’s
demise was imminent.
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